«ITPO®UIIAKTUKA KUBEPITIPECTYIIJIEHU»

Mo1leHHUKY HIYT BCE HOBBIE U HOBBIE CIIOCOOBI 0OMaHa, YTOOBI 3aBJIaJETh UYKUMHU
neHbramu. J{Jis coBepuIeHUs OCHOBHBIX BUJOB KHUOEPIPECTYIUIEHUN - BUIIMHIA U (QUIIUHTA
- OHU CTpPEMSTCS 3aBJlaJeTh HOMEpaMU OEeJOpYCCKUX IMOJb30BaTeNed B MECCEHIKEepax, B
ocrHoBHOM Viber.

Uyxune OenopyccKue akKayHThl B MECCEHJKEpEe HYXHbl MOLIEHHHKaM, 4YTOOBI C
Oonpuield  yOeIMTENbHOCTBIO BBOJAMTH B  3a0yKJE€HHME MOTEHUHAIbHBIX JKEPTB,
IPEACTABIASICH COTPYJHUKAMU OEIOpyCcCKOTro OaHKa, MPaBOOXPAHUTENIbHBIX OPraHOB WIIU
MpOoCTO aDOHEHTAaMH ONEpPaTopa CBSA3H.

VIBER Jlns 3aBnajieHuss HOMEPOM MOUIEHHUKH PACChUIAIOT B YaTax M COOOIIECTBaX
Viber cooOmeHue €O CCHUIKOW, MpeIjararolied MOJy4YUTh BaM HYXHYI HH(OpPMAIUIo
(¢pelikoBYyI0 HOBOCTbH, MPEJIOKEHHE O MOAPA0OTKE MM CBEICHHUS 00 yCIIEBAEMOCTH BaIlIETO
peOeHka). B CCBLIKE 00s13aTEIBHO coaepKaTcs cJ0Ba
www.viber.com/activate_secondary/***. DTo um ectb Mapkep MOUICHHUYECKON CCHUIKHU.
ITocne nepexona Mo TakOW CCHUIKE MOJIB30BATENb CaM JAeT paspelleHue Ha JOCTYIl K CBOEH
yueTHo# 3anucu B Viber Ha 1pyrom ycTpoicTBe. 3anodyyuB yUETHYIO 3alliCh, MOIIICHHUKH
MMEIOT BO3MOXKHOCTb UYWUTAaTh NEPENUCKYy, CKauyuBaTh HUH(OpMalMIO, Hampumep,
¢doTorpadguu unu JaHHble OAHKOBCKUX KApTOYEK, MJIM OCYLIECTBIISITh PACCBUIKY TAKUX e
COOOIIEHNUH BCEM KOHTAKTaM JJIsl 3aBJaCHUSI JPYTUMH YUYETHBIMU 3aMUCIMU.

Ecnau BBl pegoCTaBUIM MOIIEHHHKAaM JOCTYIl K CBOEH YYETHOM 3alMCU Ha APYroM
YCTPOMCTBE, HEOOXOAMMO KaK MOXKHO OBICTpEe ero JeakTUBUPOBaTh. JJIsI 3TOro Hy»HO
oTKpbITh ViDEr Ha cBoeM yCTpOHCTBE, HaXaTh Ha KHONKY B HIDKHEM MpaBoM yriry «Eméy,
3autn B «Hacrpoiikm», motom B «Y4€THyr0 3anuch», «KoMIbprOTEpHl M MIAHLIIETB» WU
NE€aKTUBUPOBATH YUYETHYIO 3aIIUCh HA APYTUX YCTPOMCTBAX.

Yr1o0bI He CcTaTh KEPTBOW JAPYrUX KHOepnpecTymJieHUi, CBA3aHHBIX e
XUIIEHUSIMH [I€HEKHBIX CPeICTB, HEOOX0AUMO MOHMMATH KaKHe CXeMbl MCHOJb3YIOT
3JI0YMBILIJICHHMKH U Kak y0oepeub ce0st OT MOCJIeCTBUIA.

Bot camble pacnipocTpaHeHHbIe cXeMbl 00MaHa.

BUIINUHI.

Mo1ieHHUKY 3BOHST, BBIIAIOT ce0s 3a coTpyAHUKa OaHka. [TouTn Bcerga oHM 3HAIOT
Bame ums. Ilon mpengorom OoTMEHBI KakoW-uOO omepaunuu C JIeHbraMU WM BO3BpaTa
(coxpaHeHMs) ClIyyalHO CIHMCaHHOM CyMMbl BBIMAHMBAIOT y Bac JaHHbIE: HOMEp, CPOK
JEUCTBUSL U CEKPETHBIM TPEX3HAYHBIN KOJ Ha 000pOTe MIIATeKHON KapThl. Mcmonb3ys aTu
CBEJICHUSI, IEPEBOMSAT JEHbIM ce0e Ha CYET.

WNnu npennaraloT yCTaHOBUTH MPOTpaMMy SIKOOBI JJiE OTMEHBI TaKUX OINepanuid u
Ha3BaTh KOJ e€e peructpauuu. Ha camom nmene sta mporpamMma s yIaJIE€HHOTO JOCTyINa K
BalieMy ycTpoiicTBy. OHa MO3BOJISET 3JIOYMBIIUIEHHUKAM BOWUTH B Balll MOOUJIbHBIN
OaHKUHT U MOXMUTHUTH JICHBI'W C BALIEro cYeTa WK Aaxe 0()OPMUTH HA BaC OHJIANH -KPEIUT.

NHorga Kk pas3roBopy NOAKIIOYAIOTCS COOOIIHUKH, KOTOPBIE MPEIACTaBISIOTCA
COTPYAHUKAMU MUJIMIIMU WIIM CJIEJCTBEHHBIX OPraHOB, W MPOCIT MOMOYb pa300JayuTh
MoOIlIeHHUKa B 0anke. {5 3Toro HeoO0xoauMo oOpPMUTH B HECKOJIBKUX OaHKaxX KPEIUTHI U
MOJIyYEHHbIE JIEHbI'Y BPEMEHHO MEPEBECTH Ha KOOI «CHEHUaJbHBIN 3alIUIICHHBIA CUeT».
IIpr 3TOM MOIIEHHMKH MNOCTOSIHHO YJEpP’KHBAIOT CBOKO KEPTBY «HA KPIOUKE» HE HAIOT
3aKOHYUTH Pa3roBOp, YTOOBI OAYMAThCs, TO3BOHUTDH UJIU MOTOBOPUTH C POTHBIMH, a TAKKE
CHBIIIATh, YTO MPOUCXOAUT BOKPYI M IOCTOSIHHO J€pXaTh YeEJIOBEKa B CTpaxe H
HanpsKEHHUHU.

YTo0Obl HE CTAaTh KEPTBOU KMOEPHIPECTYNMHUKOB, B CIAydae MOCTYIJICHUS 3BOHKA W3



http://www.viber.com/activate_secondary/***

0aHKa, cJIEYET 3aKOHYUTEL PAa3roBOP M CAMOCTOSITENBLHO IIEPE3BOHUTEL B OaHK 10 HOMEPY Ha
000pOTE MJIATEKHON KapThl U YTOYHUTH BCE JIM B MOPSIJIKE C BAIIIMM CYETOM.

YtoObl 3aIIMTUTE ce0s1 OT 3BOHKOB a00HEHTOB HE BHECEHHBIX B Bally TelehHOHHYIO
KHUTY, BBl MOKETE HACTPOUTH «3AIIUTY OT JIMITHUX 3BOHKOBY.

B Viber nmocnenosarensuo nHaxkats «Emé», «Hactpoiiku», « BBI30BbI B COOOIICHUSY,
MOCTABUTh TAJIOYKY HAmpOTUB «3amura OT JHUIIHUX 3BOHKOB». B cllydae mocTymjieHusd
3BOHKA C HEU3BECTHOTO HOMEpA, OH MOKAXKETCS KaK HEOTBEUYEHHBIN, MPU HEOOXOAMMOCTH,
Bbl CAMU CMOXXETE MEPE3BOHUTD.

GOUIIUHI" Eme oauH crnocod, Korja MOIIEHHUKH 3aBiIafieBalOT IMEepCOHAIbHBIMU
JAaHHBIMH U COBEPIIAIOT XUIIEHUE JICHEKHBIX CPEJCTB.

Mo1eHHUK TOYHO KOMUPYET HACTOSIINI U co3AaeT PUIIMHTOBBIN calT. Yame Bcero
nojienbiBaoT nmoutoBbie cepBUCH (KYDAP, bennoura, EBponiouta, C/I9K), Ho nHorna u
niatexHeie cuctemMbl 0O0ankoB (OAO «bemapycbank», OAO «benArpollpombanky),
CEepBHUCOB OIUIaThl (OMJIETOB TeaTpa, apeHIbl KaidbsiHHOW). MHTepHET-ampec B Ha3BaHUH
MMOX0X Ha HACTOSIIWH, HO €CTh OTJMYME B Ha3BaHUM WM JoMeHe. Jlanee mnuchMa,
cojaeprkanue GUIIMHTOBYIO CCHUIKY, PACCHIIAIOTCS MOTEHIIUATBHBIM MOTEPIICBIIIHM.

CchIIKM Ha MOAACIbHBIC CTPAHUIIBI YACTO MPUCHIIAIOT B MECCEHKEpax MpojaBliaM
TOBapOB C CAUTOB OOBSIBICHUM SKOOBI JJIsI TIOJYyYEHHSI aBaHCa 3a IPOJaBaeMbIii TOBap WU
ohopMIICHHUS JOCTaBKU KypbepoM. DUIIMHTOBBIC CTPAHUIIBI COJIEp)KAT CBEJCHUS O TOBape,
MOBTOPSAIOT (PUPMEHHBIM CTUJb U CEPBUCHI caliTa, HampuMep, OHJIANH-KOHCYJbTAHT.
3710yMBIIIJIEHHUK CTPEMUTCS MOJYUYUTh BCE JaHHBIC KapThl, B TOM YHCJIE€ TPEX3HAUYHBIN KO/
Cc 0OpaTHOM CTOPOHBI, a TAKKE CMC-KOJbl OT OaHKa WJIM Jlake JIOTUHBI U MapoJiu sl BXOJa
B HHTepHEeT-0aHKUHT. DTHU JAaHHBIE MO3BOJISIIOT €My IEPEBECTH BCE JICHBIM C KapThl
BJIaieNiblla, a B cCiydyae nepeiauyd UACHTHU(UKANMOHHOTO (JIMYHOTO) HOMEpa Macropra
0(pOpMUTH OHIANH-KPEIUT.

Ipumepol puwuncosvix cmpanuy. belpochta. by, bellpost.by, belpochi.by, belposl.be,
europocha.be, kufar.cc, bel-bank,online.by u noooousie.

Yro0OBI HE CcTaTh JKEPTBOM KHOCPHPECTYIMHUKOB, INEPEJ COBEPUICHHUEM ILIATSIKEH
CaMOCTOSITCIbHO 3alANTE Ha OQUIMAJbHBIA CaT OaHKa, VK€ C HEro NEpEeHJUTE B CBOM
JIMYHBIN KaOUHET.

IlepexoanTe B MHTEPHET-OAHKHUHI TOJHKO C O(UIMAIbHOrO caiiTa 0OaHKa, a HE 110
CCBUIJIKaM, JIaJK€ M3 MOMCKOBEIX CHCTEM.

[ToMHHTE, YTO JIA MMOJYYCHHS OILIATHI HUKOTAA HE TpPEOYeTCsl BBOAUTH TPEX3HAUYHBIN
KOJI ¢ 000pPOTHOM CTOPOHBI KAPTHI.

B wunTepHer-aapece O€JOPYCCKMX OpraHu3aluid IMOcjie  MOCJIEIHEH  TOYKHU
00s13aTeJIbHO JTOJKEH OBITH IoMeH BY, a 3a HUM HaKJIOHHas yepTa *** BY/***

ITAPOJIM [lonyduB 1OCTYI K aKKayHTY MOJb30BATENS B COLCETU (METOAOM MOa00pa
MapoJisi  WIM  BPEJAOHOCHOTO  MPOrpaMMHOTO  00ECTHEYeHHs), 3J0YMBIILJIEHHUK
OCYIIECTBJIAET PACCHIJIKY COOOIEHUH UHTEPHET-APY3biIM M KAET OTKJIMKA, yOexaaer
MoJ Pa3’HbIMHU MPeAJIOraMH INepeaaTrhb JeHeKHbIe CPeJACTBA WIN KOH(PUIEHIHATbHYIO
HH(poOpMANMIO, HAIPpUMeEP, (poTOorpadum WK JaHHbIE 0AHKOBCKOM KapThl.

VcraHaBauBalTe CI0KHBIE ITAPOJIM, HCHOJIB3YITE MUMBPHI U OYKBBI pa3HOT'O PETUCTPA.

[ToakarounTe ABYX(MAKTOPHYIO ayTEHTU(MUKALMIO - IPUBSIKUTE» CBOM aKKayHT K
HOMEpPY TejieoHa, Bbl CBOSCBPEMEHHO NOJYYHTE COOOIIECHUME O IOMNBITKE BXOJa B Balll
aKKayHT ¢ JIPYI'OI'O yCTPOMCTBA.

Ecny BaM IpMIIO NMHUCBMO OT BalIero Jpyra ¢ Ipoch00¥; OMOKUTH AECHBIH,
yOenTeCh, YTO 3TO MMEHHO OH IPHCIaJI COOOIIEHNE M HY)KAAETCs B Ballleil IOMOIIH.




OBIIME PEKOMEHJALIMN 110 3AIIUTE ITEPCOHAJIBHBIX HAHHBIX OT
KHUBEPITPECTYIITHHMKOB

- Hukomy He n0oBepsATh 1O Tele@oHYy M HHM MOJA KaKUM MPEIJIOroM He mepeaaBaTh
HOMep OaHKOBCKOW KapThl, CPOK JEMCTBHS, TPEX3HAUYHBIM CEKpETHBIM KOJ Ha 00opoTe,
JIOTUHBI U MapOJU 0CTyIa K OAaHKUHTY, CMC-KOJIbI OT OaHKa.

- [Mogxntouuts yenyry «3D Secure» (o6s13aTenbHOE TOATBEPIKICHUE ONEpallUil B CETH
NutepHer cMc-kogamMu OT 0OaHKa) M HUKOMY HE TIepelnaBaTh KojAbl (HE BBOJAUTH Ha
CTpaHUIIaX).

. Ilpu mnoctymieHun 3BOHKA OT pabOTHMKAa OaHKa WJIM COTPYJAHUKA MUJIMIUU,
3aKOHYMTH Pa3roBOP U CAMOCTOSITENIBHO NIEPE3BOHUTH B OaHK MM MHJIMLUIO.

- He ycranaBiuBaTh NporpaMMsbl 10 YKa3aHUIO HE3HAKOMBIX JIHULI.

- He mepeBoauTh [EHBIU MO YyKa3aHUIO, MOJYYEHHOMY MO TeleQoHy Haxe OT
pabOTHUKOB OaHKa WU MHJIMLUH.

- YcraHoBuTh B BaliOep 3amuTy OT HeXenaTelbHBIX 3BOHKOB. lIpu mocryruieHuun
3BOHKAa OT a0OHEHTa, He BHECEHHOr0 B Tele(OHHYIO KHUTY, Bbl YBUIWUTE MPOMYIICHHBIH
3BOHOK H, €CJIH HYXHO, CMOXeTe camu nepe3BoHuTh. (Viber —> Eme —> Hacrpoiiku —>
Bb130BBI ¥ coOO1IEHNST —> 3aluTa OT JUITHUX 3BOHKOB).

- Acnonp30BaTh OTAENBHYIO IUIATEKHYIO KapTy Ui onepauuid B cetu MHTepHET n
XPaHUTh HA HEN CYMMY, KOTOPYIO BBl IIJITAHUPYETE OTPATUT.

- HacTpouts orpanmdeHuss mo cBoeil OCHOBHOM OaHKOBCKOW KapTe: BBICTABHUTH
3ampeTbl Ha NIPOBEICHHE omnepauuii B MHTepHETE, YyCTaHOBUTh MAaKCHMAJbHBIE CYMMBI
pacxo/i0B B JeHb (HEAEI0, MECHII).

- [IpoBepsATs agpec WU JOMEH CTpPaHULBI, HA KOTOPOM BBOJWTE IAHHBIC ILIATEKHOU
kapTel. B aapece calita OelopycCKux opraHu3aidii oOsi3aTesIbHO TOCJI€ MMEHHU cailTa
J0JDKeH ObITh KopoTkuit fomeH (BY), a mocie Hero HakiaoHHas yepta (¥** by/***),

- TmaTenpHO MPOBEPSTH aJpec cailTa Ha HAJIUYUE «OMEYAaTOK» — 3TO MOXKET OBIThH
Konus 0(puIHUaIbHOTO pecypca, CIeUalibHO CO3JaHHOTO /I BBEICHUS B 3a011yKIEHUE.

VYnpasieHue 1o NpoOTUBOAECHCTBUIO KUOEPIPECTYITHOCTH
KpuMuHanbHOU Mutniuu Y BJ[ Bute6ckoro o6nucnonkoma



