IMpodpuinakruka npecrymieHuil B cgpepe BbICOKMX TEXHOJIOI MM

VYxke HH I KOTO HE CEKpPEeT, YTO B HACTOSIIEE BPEMsSI NMPAKTUYECKH BCE
TPYAOCHOCOOHOE HACEJIICHUE Halllell CTpaHbl TaK WM HWHAaue BOBJICUCHO B
MPOLECCHI, CBsI3aHHbIE C pecypcamu cetu MHTepHer. EcTecTBEHHO, BCE 3TH
MPOLECCHl OKAa3bIBAIOT OYEHb CYLIECTBEHHOE BIWSHUE HA MOJIOJCKHYIO Cpelny,
MIPOHUKHOBEHHUE KOTOPOH B ceTh HTEpHET U chepy BHICOKUX TEXHOJIOTHUNA OLIEHEHO
npaktuuecku B 100%. Bce 310 mpoucxoast Ha ¢oHe, B OOJBIIMHCTBE CBOEM,
MUHUMAJIbHBIX TIO3HAHUW HACENICHWS MO WHJIUBUIYaJIbHOMY OOECIECYEHUIO
coocTBeHHOM wuH(OpManroHHol Oe3omacHocTd. Kak cieactBue, B TEUYCHHUE
MOCJEAHUX JIET YKCJIO BBISIBJICHHBIX NPECTYIUJIEHUM, COBEPIICHHBIX IPOTHUB
HH(GOPMAITMOHHON 0€30IMacCHOCTH, €XKETroJHO mpupactaetr B pa3bl. 90% Takux
MPECTYIJICHUT ~ COBEPIIAOTCS  JIIOJIbMH,  HE  HUMCIOIIMMHM  HUKAKOTO
CIEHHATM3UPOBAHHOTO 00pa30BaHUsl B JAHHOU cepe.

KubepnpecTynHUKH — OOBIKHOBEHHBIE MOIIIEHHUKH, KK AYIIIHE HAXKUBBI, HO
BbIOpaHHasi «OM3HEC-MOJICNIbY) 3aCTaBIseT MX OBITh OYEHb H300pETaTEIbHBIMHU.
[IpectymHOocTh B ceTn MHTepHer mpuoOpeTaeT Bce OONBIIME MacCHITaObI.
N3o0peTatoTcsi BCe HOBBIEC YJIOBKHU MO BBIKAUMBAHUIO JICHET, MPAKTUYECKU MOJIHAS
O€3HAaKa3aHHOCTh,  AHOHUMHOCTH  IPECTYIHUKOB,  OOJBIIIOE  KOJUYECTBO
JIOBEPUYUBBIX JIIOJIEN — BCE 3TO MOAMMUTHIBAET 3TOT CBOCOOPA3HBINA «OU3HECY.

B cetu MHTepHeTe AEHCTBYIOT T€ )K€ 3aKOHBI, T€ K€ HPaBbl, TE K€ OObIUaH,
4TO U B peabHOM XU3HH, B «oddraiiHe». ITo ke KacaeTcss U MPOTUBOINPABHOMN
NEATEIIbHOCTH, JKEJIAHUE HEKOTOPBIX TpaKJaH OO0OTaTUThCA 3a YYXKOW CYET,
YTBEPJIUTH COOCTBEHHOE «s1», MOJIYYUTh BIACTh HAJl IPYTHUMHU.

Cocmoanue npecmynnocmu @ chepe 6b1COKUX MEXHOI02Ul

Ha npoTspkeHuu mocieaHuX JET YUCIO MPECTYIUIEHH B cdepe BBICOKHUX
TEXHOJIOTUM HEYKJIOHHO TMPOJOJDKAET pacTu. POCT BBICOKOTEXHOJIOTUYHBIX
NpecTYIUIEHU oTMeuaeTcs 1o Bced pecnyosmke (+122,3%) u npucyny Kaxaomy
pPETUOHY CTpaHbl. AHAJIN3 BO30YXJAEHHBIX YroJa0BHbIX Aen no suHuu CBT nokasain,
YTO POCT MPECTYIUICHU B OCHOBHOM CBSI3aH C OOpallleHUsIMU TpakaaH 1mo (akrtam
XUIIEHUS JEHEKHBIX CPEACTB C MCIOJIb30BAaHUEM IMOJYYCHHBIX OOMAaHHBIM ITyTEM
PEKBU3UTOB OAHKOBCKUX IJIATEKHBIX KapT (nanee — BITK).

Kaxk ne cmambu ycepmeoit npecmynjieHUl 6 COUUATbHBIX CEMAX

Ha ceroausiiauii 1eHh B MOJIOZICKHOU Cpelie MBI BPSI/l JIU HakIeM KOro-auoo,
KTO He Obu1 OBl 3apeructpupoBaH Bo «BKonrtakrte», «Facebook», «Instagramy,
KaKUX-TU00 TeMaTUYeCKUX (opyMax WM WHBIX IUJIONMIAJAKaX JUIsi BUPTYaJbHOTO
oOmeHusi. B 1ie1oM 3T0 HOpMa, BEAb YEJIOBEK JKUBET B OOIIECTBE U CTPEMUTCS
oOmarscsa. OJIHAKO HEKOTOpasi HEOMBITHOCTh, HAUBHOCTh U JIOBEPUYMBOCTH MOPOM
MPUBOJIUT K HETATUBHBIM TTOCJIECTBUSIM.

OcHoBHas mpoOJieMa COUAIBHBIX CETEeM — 3TO Kak pa3 JOBEpUE K TeM, KTO
BHECEH B CIHUCOK «JIpy3eit». be3iyMHOe MpeIoKeHue «IpyKOb» OT HEU3BECTHBIX
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WM MAJIOW3BECTHBIX JIFOJEW MOYKET NMPUBECTH K JPAMATUYECKUM MOCIIEICTBUSIM.
OueBUAHO, YTO YPOBEHb JOBEPHUS K TEM, KTO HAXOAUTCS B CIIUCKE «IPYy3€il», MO
OTPE/ICJICHUIO BCErja OyJIeT BBIIIE, YEM K CIIy4yalHbIM JIIOAsM. C OJTHOW CTOPOHHI,
ATO XOPOIIO, TaK Kak (HOPMHUPYET JOSUIbHYIO ayJUTOPHUIO BOKPYT udenoBeka. Ho ¢
IPYTrOM CTOPOHBI, 3TO OTKPBIBAET ABEPH JIJIS 3710YMBIILICHHUKOB.

«Jlpyxeckuit» CTWIb OOIIECHUS, PACIPOCTPAHCHHBINM B COLMAIBHBIX CETSX,
OOMaHYMB — OH MOXET CO3/aTh JIO)KHOE OIIYIIEHUE, YTO BOKPYT TOJBKO JIPYy3bs U
n00poKenaTeny, ¢ KOTOPbIMU MOXKHO JICJIUTHCSA 110001 nHpOpMaIue.

Eme onna yrpos3a, O4€Hb 4acTO BCTPEHAOUIAsICA B HACTOSILEE BPEMs, — 3TO
B3JIOMOM TII0JIb30BATENBCKUX YUYETHBIX 3alUCEd COUMANBbHBIX pecypcoB. [Ipuunn
TOMY HECKOJIbKO M, MPEXAE BCEro, — HEOPEKHOE OTHOIICHHUE IOJb30BaTENEel K
cBoUM TMapojsM. [IpecTymHUKU MOpexae BCEro CTPEMSTCS MOJYy4YUTh JOCTYN K
aKKayHTaM, KOTOPbIE 3aIlUIIECHbI TPOCTHIMU NapoJisiMU. J[J1s1 3TOr0 OHU 3aMyCKaroT
porpaMMsbl, OAOHPAIOIINE NAPOJIU, U UCHOJb3YIOT TOTOBBIE CJIIOBAPU U MPOCTHIE
coueTanus OykB ¢ nuppamu. «Natashenka2019» — BapuaHT, KOTOpPBIN TTporpaMma
MIPOBEPHUT B UMCJIIC MIEPBBIX, €CJIM MoUTa 3aBeAcHa B 2019 roay, a uMs moJib30BaTENA
— «Haranps». Takue nporpammbl 0€3 Tpyaa ONPEAENSIIOT WHBEPTUPOBAHHYIO
pacKiIaZKy M JIETKO B3JIOMAlOT K mnpumepy mnapoiib «vjqgfhjkm» (mabpannoe B
AHTJIMHACKON pacKIIaJIKe KJIIaBUATYPhI CJIOBOCOUYETAHUE «MOUIIAPOIIB).

Cocrapisis maposib, UCHOJb3YHTE KOMOMHAIIMU OYKB, IU(p, CIEIUaTIbHBIX
CHMBOJIOB, HEOUEBHUIHBIC ACCOLMAIIMA U COUYETAHUS Pa3JIMYHBIX AJIEMEHTOB. MMs
Uiy HoMep TenedoHa — He Jaydinnil BeIOOp. [IpaBUiIbHO OLIEHUBAWTE CI0KHOCTh
napoJis  mepel]  HayajloM  MCIOJIb30BAHMS: - COBCEM  CJIa0bIi  TapOJib:
oO11en3BeCcTHBIE a00peBUATYPbl, Ha3BaHUsl, OOLIEYOTpEeOUTENbHbIE (Dpa3hl U CIIOBA
(qwerty, admin, pass123, password, root; 4% mnonb30BaTenel UCHOIB3YIOT MAPOJIH
U3 TEPBOM NIECATKU TMOMYJAPHBIX, @ TPU CaMbIX MOMYJISIPHBIX Mapojs Aep)KaT
JUAEPCTBO TOJaMu); - TUIOXOW MapoJib, KOTOPBIM KaXETCs CIOKHBIM: JlaTa BAaIlIETO
POXKACHUS WIM POXACHUA KOro-TO M3 OJIM3KUX, HOMEpP KaKOro-TO M3 BallluX
JTOKYMEHTOB, KJIWYKa Balllero JOMAIlHEer0 IHUTOMIIA, WHBEPCHS B pacKIIaJKe
IpPOCTOr0 CJIOBa, OCOOEHHO, Balller0 HWMEHH, 3aMeHa Mapbl OykB IudpamMu B
npuMeHMMOM K Bam ciioBe; 3 - CIIOXKHBIA NapoJib: UMEET HE OUYEBUIHYIO U HE
CBOAUMYIO K OJHOMY CJIOBY OCHOBY [UJIsl 3allOMHHaHUS C 00s3aTelbHbIM
UCIOJIb30BaHUEeM IU(Dp, OYKB (CO CMEHOW pEerucTpa KjIaBUATYyphl) U CIEIUATbHBIX
CHUMBOJIOB.

JInst co3paHusi JOCTAaTOYHO CJIOXKHOTO TMAapoJisi BCEr/la MOXHO HCIOJIb30BaTh
OHJIAWH-TEHEpaToOp MAapojeil, KOTOpbIE 3a4acTyl MpEeIIararoT IOJIb30BATENs
HECKOJIbKO BapuaHTOB. BbiOpaB HanboJiee mpuBIIeKaTEIbHbBIN, 3aMEHUTE HECKOJIBKO
CHMBOJIOB Ha CJIyYalHbIE, MOCJIE YE€TO UCIIOJIb3YUTE.

KoHeuHo ke, 3allOMHUTh TaKue Mapojy MOPOM 3aTPyJHUTENIBHO, MO 3TOU
MPUYUHE UX TPUXOAUTCSA 3aMKChIBATh, OJIHAKO JIeJlaTh 3TO HYXKHO COOII0/ast
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CIEAYIOIINE PEKOMEHAAUWH: - 3alMChIBAWTE MApPOJb OTAEIBHO OT JIOTMHA WU
MMEHU MOJIb30BATENS; - 3AMUCHIBAUTE €ro HE MOJHOCTHIO, a JIWIIb YACTUYHO WIIU
pa3fenuTe Mapojb HAa YacTU W IMOMEHANTE WX MECTaMH; - 3aluChbiBasg MapoJb,
3amu@pynTe ero 4acTb Wik J00aBbTE 3aBEOMO ISl BaC JIMIIHUE CUMBOJIBI. CTOUT
TaKX€ TOMHHUTb, YTO MCIOJb30BaTh OJMH MapoJib [Js JAOCTyNa K pa3HbIM
AKKayHTaM HE PEKOMEHJYETCS, TaK KaK KaXJbli WHTEPHET-PECYPC HCHOJIB3YET
CBOM CHCTEMBI 3alIUThl U XPAHEHHS Mapojeil, KOTOPhlE HE BCETJa MOTYT OBITh
pealn30BaHbl HA BEICOKOM YPOBHE.

CormacHo cratuctuke, okoyno 14% monp3oBaTenel UCHoJb3yOT OAUH U TOT
K€ MapoJib IS aBTOPU3AIMM HA BCEX AKKAYHTAaX, M MOJYYUB JOCTYI K OJHOMY,
3JIOYMBIIUICHHUK HEMPEMEHHO MOJYYUT JOCTYI U K APYTUM. Takke BHAUMATEIbHO
OTHECUTECH K JIIOOBIM YBEAOMJICHUSIM O HEYAaYHBIX IMOMBITKaX JOCTyna K Bamemy
aKKayHTY U, B cllydae HEOOXOAUMOCTH, CMEHUTE MapoJib Ha O0Jee HaJIEKHBIMH.

OueHb 4acTO 3JIOYMBIIUICHHUKN AK€ HE TMBITAIOTCS B3JIOMaTh MapoJb, a
IPOCTO CTaparTCA €ro y3HaTh IMOJ TEM WM HWHBIM npemioroM. OHU MacCcoOBO
pPacChUIAlOT TMChMa M COOOIIEHUS ¢ MMPU3BIBOM MOYYaCTBOBAThH B OCCIIPOUTPHIIITHON
aKIMU, TPOBOJUMON KPYIMHOW TOProBOW CEThIO WM (PMHAHCOBOW OpraHu3aluei,
MpA 3TOM 3JIOYMBIIIJICHHUKU CTApalOTCsA OCTABUTh HA Pa3AyMbsi KaK MOXKHO
MEHBIIIE BPEMEHHU, YTOOBI MOATOJKHYTh IOJb30BATENIsl HA MPUHITUE PELICHUS
HEMEJIJICHHO, TI0JI BJIMSHUEM SMOIMNA. 3a4acTylo, ISl YYACTUSI B TAKUX «AKIUSIX)
TpeOyeTCs NPEeAOCTaBUTh HMS TOJIb30BATENsl W/WIM TMapojib OT KaKOro-inbdo
aKKayHTa WA CBEJICHHUSI 0 OAHKOBCKOM IJIATEKHOM KapTe.

Hcnonb3oBanne 3d¢dexra BHE3AMHOCTH —  UBIIOOJEHHBIA  TIpUEM
3JIOYMBIIIJICHHUKOB: TaK, 00HAPYKEHHOE B JICKTPOHHOM IOUYTOBOM SIITUKE THCHMO
0 SIKOOBI 3a0JIOKMPOBAaHHOM aKKAYHTE€ B COI[MAJIbHOW CETH, OYEHb YaCTO TOJKAET
NOJIb30BATENEN Ha MEPEXO0] MO MPUKPEIJIEHHOW CCBhUIKE, KOTOpasi B CBOK OYEPEb
BEJIET Ha MOJJCIBHYIO CTpaHUIly (OYEHb MOXO0XYK Ha HACTOSIIYI0), TAe s
OTMEHBI OJIOKMPOBKM HEOOXOAMMO BeCTHM cBou naHHble. [locime BBojga Bcs
uH(popMaIus nomnagaeT B pykH 3J0yMBIIUICHHUKOB.

CrouT 3allOMHUTH, YTO TAPOJIb — 3TO CEKPET, KOTOPBIA JOJKEH
MPUHAMJIEKATh TOJIBKO OJHOMY YEIIOBEKY, & €CIIM O HEM 3HAET KTO-TO €IIEe, TO ITO
yxxke He cekpeT. Takum 00pa3oM, TOC]€ COBEpUIEHUS HECAHKIMOHUPOBAHHOTO
JOCTyIla K TMEPCOHAJbHBIM aKKayHTaM, B TEYEHHE MEPBBIX CYTOK 3a4acTylo
Pa3BUBAIOTCS CJIEAYIONIME CIEHAPUHU: - 3JIOYMBIIUICHHUK PAaCcChUIAET BCEM
BUPTYAJbHBIM <«IPY3bIM» TOTEPIICBIIETO MPOCKLOY MMOJ Pa3IUIHBIMU MPEAJIOraMHU
COOOIIUTh PEKBU3UTHI OAHKOBCKOW TUIATEXKHOM KapThl. ITO MOXKET OBITh €€ (HOTO
WM TPOCTO HOMEP, CPOK JECUCTBUA W WMHBIC PEKBU3WUTHI, NMPU 3TOM, XOTh B
OOJILIIIMHCTBE CBOEM IIKOJLHUKUA OAHKOBCKMX KapT HE MMEIOT, HO Kejas MOMOYb
«APYTY» OYEHb YACTO UCIOJB3YIOT KaPThl CBOMX POJICTBEHHUKOB U APY3EH.

[Topoit mpecTymHUKHU TPOCIT MNPOCTO HOMEP MOOUIIBHOTO TenedoHa U OO
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MBITAIOTCS TTOXUTUTh CO cyeTa TenedoHa ASHBIU WKW HA00OPOT HCIOJB3YIOT €ro
KakK MPOMEXYTOYHOE 3BE€HO, HAIMPABJISASI HA ATOT CUET UYXKHUE€ JICHbIU, NTEPEBOII UX
3aTeM Jajblie, 4ToObl 3amyTaTh CBOM cCliebl (IMPAKTUYECKHM BO BCEX CIydasx
XUIICHUST JCHEXHBIX CPEJICTB CO CUETOB MOOWIBHBIX TeNe(OHOB MOTEPIEBIINE
emie CcooOmany MPECTYNHUKY TMEPCOHATbHBIE KOJbI, MNPHUXOJAIIME B BHJE
CMCCOOOIIIEHUM Ha Telle(OH).

[Ipumep: BO30YyXIEHO YrojioBHOE Jei0 10 (akTy XHUIICHUS MyTeM
UCIIOJIb30BaHusl KommbioTepHoM TexHuku (cT.212 YK) y xurtens r.)Kabunka 1998
r.p., JACHEXKHBIX cpeiactB B pasmepe 1000 pyOneit: 18 ceHTAO0ps HEHU3BECTHBIM,
HaIMpaBuJ €My COOOIeHne B conpaibHOM ceTn «BKoHTakTe» OT mMeHm Kypbepa
WHJIUBUYAIbHOTO MPEANPUHUMATENSI C NOPochOOMl  mepeaaTb  PEKBU3UTHI
OAHKOBCKOM KapTOYKHU M, MOJY4YUB UX, MOXUTWI C KapT-cueTa JaHHYIO CyMMY.
MakcruMmanbHOE HaKa3aHUE 3a COBEPIICHHE XHWILIECHUH MYyTEM MCIOJIb30BaHUS
KOMITBIOTEPHOMN TEXHUKHU — JIMIIEHHE CBOOOIbI Ha CPOK OT 5 10 12 jet co mrpadom
U C JIMIICHUEM IIpaBa 3aHUMaTh OMNPEACICHHBIE TOHKHOCTH WM 3aHUMAThCS
ONPENCICHHON AEATENBHOCTBIO.

AHanu3 Tmoka3biBaeT, 4To He Oonee 20% Jrofed, NOJYYMBIIMX TaKWe
COOOIIIEHUSI, CBSI3bIBAIOTCS C BIIAJICNIBIIEM CTPAHUIIBI, YTO B 3TOW CUTyaIlMU KpanlHe
BaXHO. YTOOBI 00e30macuth cedsi OT 3TOro BHUAA NPECTYIUICHHM, HE CTOUT
coOOIIaTh HUKOMY PEKBHU3WUTHI JIOCTYITHOM OaHKOBCKOM IIJIATEXXHOM KapThl WU
HOMEP MOOWJIBHOTO TeleoHa U CoAepKaHUE CMC-COOOIIEHUMN, MOCTYHAIOIMINX s
MOATBEPKJICHUSI COBEPILICHUS ONIEPALINH.

ExenneBHo Ha TeppuTopun bemapycu (UKCHpyeTCs HECKOJBKO IMOI00HBIX
CIy4aeB. — 3JIOYMBIIUICHHUK HM3y4aeT COoJAep)KaHUE MEPENUCOK MOTEPIEBIIETO U
UCIIOJIb3YeT HX COJIEp’)KAHME B KA4eCTBE HWHCTPYMEHTA [JIsi BBIMOTaTEIbCTBA
JICHEXKHBIX CpeACTB. TakuM 00pa3oM, HHCTPYMEHTOM BBIMOTATEIhLCTBA CTAHOBATCS
JUYHBIE JUAJIOTH Ha OTKPOBEHHBIE TeMbl, (ororpaduu, copepkaiuecs Ha
CTpaHUIIC U B JUAJIOraX U UHbIE OYEHb JTUYHBIE JAHHBIC.

OObI4HO, MeEpea TeM KaK CBS3aThCsl C IMOTEPIEBIIMM, MPECTYMHUK JeiaeT
CKPHMHIIIOT CITUCKa BCEX €ro JApy3ed u O0nu3kux. M30exars Mmogo0HOr0 BO3MOKHO
JUIIb TyTEM PETyJIsSpHOM YKMCTKH CBOMX JUAJIOTOB U YAAJICHUS U3 CETH BCEH
uH(pOopMaIu KOMIIPOMETUPYIOIIETO XapaKTepa.

Hanpumep: HeEyCTaHOBIEHHOE JIMIO CO cTpaHulbl B cetu «BKoHrtakrey
OCYIIECTBUJIO TIEpEenucKy ¢ xureneM r.bpecta 1996 r.p. m mom mnpemnorom
MOCJIEAYIOMIEr0 BCTYIUICHUS B MHTUMHBIC OTHOIICHHUS TOJYYHUJIO OT TOCTETHETrO
UHTUMHBIE (OTO, IMOCJEe Yero TpeboBaso oT Hero mepeuncieHun 500 pyOrei 3a
HepacnpocTpaHeHue (oto B cetu MHTepHeT. JlaHHOE JesHue KBaJu(pUIIMPYETCS
KaKk BbIMOrarenbcTBO (cT. 208 VK), Hakazanme — mrpad WIM HCIPaBUTEIbHBIC
paboThI HA CPOK JI0 2 JIET, WIIK apecT, WU OTPaHUYEHUE CBOOOIBI HAa CPOK JI0 5 JIET,
WJIU JIMIIEHUE CBOOOJBI HA TOT K€ CPOK. - 3JIOYMBIIUICHHUK HAYWHAET PacchulaTh

4



Pa3IMYHOTO pPOJa MOpoYallyro HHOOPMAIMI0 OT MMEHHU BiaACiblla CTPAHHUIIBI
WHBIM  TIOJIb30BATENISIM, CCBUIKM Ha TMOMJEIbHBIE PECYypChl  OaHKOBCKHUX
YUpEeKICHUH, a TAK)KEe BPEJTOHOCHOE ITPOrpaMMHOE 00€CTICYCHHUE, YTO TAKKE MOKET
MPUBECTU K CEPHE3HBIM MOCIIEACTBUSIM.

B cnydae oOHapyXeHHs «B3JIOMa» akKKayHTa, MPEXKIE BCEro, Cleayer
MONBITATHCS. BOCCTAHOBUTH JIOCTYH HauOoJiee MPUBBIYHBIM CIOCOOOM, ITyTEeM
OTIPABKU COOOIICHUS Ha «IPUBSA3AHHBIN» HOMEP MOOWUIIBLHOTO TenedoHa WU
AIEKTPOHHYIO TOYTY, KPOME ATOTO CJIEAYET OMOBECTHTH JAPY3EH M 3HAKOMBIX 00
WHIIUJICHTE, UCIIOIB3YS IPY TOM HMHBIE COIMAIBHBIC CETH M MECCEHIKEPHI.

Kpome »Toro, 4tro0Gbl B Kakoi-TO Mepe o00e30macuth cel0s OT B3JIOMA,
CHEIUAUCTBl  TO0  0e30MacHOCTH  PEKOMEHIYIOT  «IPHBSA3aTh»  CTPAHHILY
COIMANIPHOM CETM MMEHHO K HOMepy MOOWJIbHOTO TeiledoHa, a HE K aapecy
AJIEKTPOHHOM TIOUTHI, MPU ATOM BXOJ Ha Bamry cTpaHuWily ¢ HEW3BECTHOTO
KOMIIBIOTEpPA WM MOOWJIBHOTO TelieoHa OyneT He BO3MOXEH 0€3 3HaHHUs KOJa,
KOTOPBINA OyJET BBICIIAH Ha YKa3aHHBINA MPU PETUCTPAIIMN CTPAHHUIIEI HOMED.

Kax ne cmamb ocepmeoil npecmynjieHUil NpoOmMue UH@OPMAUUOHHOU
0ezonacnocmu

OCHOBHBIM HCTOYHHUKOM OIIACHOCTH JUISl TIOJIb30BaTEICH KOMITBIOTEPOB M
MHBIX ITHQPPOBBIX YCTPOUCTB OBUIM W OCTAIOTCS BPEIOHOCHBIE MPOTPAMMEI,
KOTOPBIE C pa3BUTHEM CETEBBIX TEXHOJOTHHA IOJYYHUIM HOBBIC BO3MOKHOCTHU
pactpoCTpaHEHHUSI M JOTIOJHUTEIBbHBINA, 3a4acTyl0 Majlo3aMETHBIM IOJIH30BaTEIIIO
(yHKIIMOHAJ: - BPEJOHOCHOE MPOTPAMMHOE OOECIIEYEHUE MOKET 3aluppOBaAThH
JaHHBIE HAa KOMITBIOTEpE 3a PACIIM(PPOBKY KOTOPHIX IMOTPEOYIOT «BBIKYID». -
KOMITBIOTEP MOJKET HadaThb paboTaTh MEUICHHO U CO CcOOSMH, TOTOMY 4YTO Oe€3
BaIlleTO BEJOMa €r0 MCIOJB3YIOT [JII aTaKk Ha JPYyTrHe CaWThl WM MaWHWHTA
KPHUIITOBAJTIOTHI.

Cnpagouno: matiHune, makaice 000b14a — 0essmeabHOCHb N0 CO30AHUI0 HOBbIX
cmpykmyp (Ho8blx 010K08 6 On0KueliHe) O obecneuenus QOYHKYUOHUPOBAHUS
KPUNMOBANIOMHBIX NAAMDOPM.

Y Bac MOTYT MOXHUTHUTH JIMYHBIC JaHHBIC, MAPOJIX OT IMOYTOBBIX aKKayHTOB,
CTpPaHUII B COIMMAJIBHBIX CETSIX — 3JOYMBIIUICHHUKH IIOJydYaT JOCTYII K BallllM
IUIATEXXHBIM CHUCTEMaM M JIMYHbIM KaOuHeTam B OaHkax. C BalMx CUETOB OyayT
CHSATHI JCHBI'M, C TIOMOINBIO BallMX KapT pacIUIaTATCS 3a Yy)KHE ITOKYIKH B
Nntepnere. Tak, B mae 2020 roga HEYCTaHOBJIECHHOE JIMIIO YEpPE3 CHUCTEMY
WHTEpHET-OaHKUHTa OJHOT0 U3 Oelopycckux OaHKOB, YCTAaHOBJICHHYIO Ha
KOMITBIOTEPE TPEANPUITHS BBEJIO B KOMIBIOTEPHYIO CHCTEMY  JIOKHYIO
nH(OpMaIU0 00 UCTIOJIB30BAHUM PACUETHOTO CUETa, PEKBU3UTOB (PUPMBI, KITI0Ua U
napoJis ero AepkaTeiieM, TMOJYyYIIO HECAaHKIIMOHUPOBAHHBIN JIOCTYI K PACUCTHOMY
CUETY TPEANPHUATHS, TPU 3TOM IMOXHUTWIO B 7 MPHUEMOB JICHEXKHBIC CPEACTBA B
pazmepe 35 Toicsu pyosiei.



QDuwiunz — 3TO OAWH W3 METOAOB HECAHKIMOHHUPOBAHHOTO JOCTyHa K
JUYHOM HHQPOpMAIMU: TIEPCOHAIBHBIM JAHHBIM, JAaHHBIM O OaHKOBCKUX,
CTPaxOBBIX M IEHCHOHHBIX cuUeTax - J00oW uHbopMaluu, obOnagas KOTOPOM
MOIIIEHHUK ©0€3 Tpo0JeM MOXKET 3aloiaydyduTh (UHAHCHI TOJb30BATENS WU
MaHHUITYJTUPOBATH UM C LIENbIO HAXKUBHI (MIOJIPOOHOCTH).

Umoowvt ne cmambv dHcepmeol nNPecmynjieHuil nPOmue UHGOPMAUYUOHHOU
be3onacnocmu, ciedyem HEeyKOCHUMEIbHO ciedoeams npasunam
UHpOpMaAUUOHHOU De30nachocmu:

* HE YCTaHaBJMBaTh MPOTrpaMMHOE OOECIEUECHHE U3 HEU3BECTHBIX
HMCTOYHUKOB;

* HE OTKpbIBaTh DJIEKTPOHHBIX MHUCEM OT HEWU3BECTHBIX OTMIpPABUTENICH, HE
MEePEXOAUTH MO CChIIKAM U HE 3aITyCKaTh BJIOYKEHHBIC (haJIbI;

* HCMOJIb30BaTh HAWOOJIEE COBPEMEHHYIO BEPCHUIO  AHTUBHPYCHOTO
MIPOTPAMMHOI0 00ECTICUCHUS;

* UCIOJB30BaTh Oe30macHble (CJIOXHBIE) Mapojid, a TaKXKe MEXaHWU3MBbI
JOTIOTHUTELHON ayTeHTU(UKAINY;

* XpaHUTh NAPOJIM B TaHE JaXKe OT OJIU3KUX;

* HE OCYHIECTBJIATH MEPEXOJO0B IO MOJO3PUTEIIHLHBIM CChIJIKAM U HE BBOJIUTH
auyHyro wuHbopmaiuioo (Homepa KapT, TeiaedOoHOB M T.I.) HHU TOA KAKUMH
0JIarOBUHBIMU TIPEJJIOTAMMU.

Kak ne cmampu scepmeoit xuuieHuii ¢ uCnoa1b306anuem KOMHbIOMEPHO
MexXHUKU

C pa3BUTHEM HHTEPHET-TEXHOJIOTUM B (DUHAHCOBOM CEKTOPE JaHHBIM BUJ
yIpo3 IpuoOpeTaeT Bce OOJBIITYI0 aKTyaldbHOCTb, a JIJII COBEPIICHUS MOJ00HOTO
poJa MPECTYIUIEHUN MPECTYNHUKN HCIOJIB3YIOT Pa3IMuHble CIOCOObI, HAUMHASL OT
(bU3UYECKOTO 3aBJIaJICHUSI KApTOW M MCIOJB30BaHUS OECKOHTAKTHOTO CIloco0a
OTUIaThl B MarasuHax M 3aKaHYMBasl UCIOJIb30BAaHUEM PEKBU3UTOB HAIMX KapT JJIS
COBEpLICHUs onepanuii B cetu MIHTEpHET.

Cy1ecTByIOT ClielIMaIbHbIE YCTPOMCTBA, C OMOIIBIO KOTOPHIX MPECTYMHUKHU
MOJIy4aloT HHGPOPMAIMI0 O JaHHBIX 4YYyXHUX OaHKOBCKUX KapTouek. OHH
HA3bIBAIOTCS «CKUMeEpb». MX, Kak MOpaBWiiO, YCTaHABIMBAIOT B pPaloOH IIEIU
KapTONpUEMHHKA OaHKOMAaTa U MaCKUPYIOT.

[Ipu BcTaBiieHMM TMOJIb30BaTEIEM OAHKOBCKOM KapTOYKU B OaHKOMAT, €€
JAHHBIC CYUTHIBAIOTCS YCTpOWMCTBOM. Jljist TOro, 4YtoObl KpOME€ JaHHBIX C
MAarHUTHOM IMOJIOCHI 0AHKOBCKOW KapTOUKH MPECTYITHHUK TMOIydall TaKKe U TaHHBIC
pin-xojaa, Yaiie HCIOJB3yeTCs BCTpOCHHAs BHIeokamepa. Ilosromy, momouas K
OaHkKOMaTy, HEOOXOJAMMO YOEIUTHCS, UYTO HAa HEM HET HUKAKUX «IUITHUX»
YCTPOKCTB.

Kpome »3TOro, B Hacrodiiee BpeMs OYEHb IIMUPOKOE PACHPOCTPAHEHUE
MOJYYMWJIM TaKUE CIOCOOBI KaK: - 3BOHOK OT «IPEJACTAaBUTENs» OaHKa ¢ MPOCKLOOM
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CpPOYHO TMPEIOCTaBUTh HeoOxoaumyio uHbopmanuio. I[IpecTynmHuKH cOOO0IIaloT,
4TO HEOOXOJIUMO OCYIIECTBUTh KaKhe-TH00 JACHCTBUSA ¢ OAHKOBCKOM ILIATEKHOMN
KapTOM, TaKk KaK KTO-TO JIMOO MBITAECTCA MOXUTUTH C HEE ICHEKHBIE CPEICTBA, TUOO0
o(OopMIIIET KPEAUT WU MPOU3BOJUT MOJO3PUTEIBHYIO OIUIATY.

Crmenyer OTMETUTb, YTO TMPECTYNHUKH  HCIOJb3YIOT COBPEMEHHBIE
BO3MOYXHOCTH CeTH MHTEpHET U B YaCTHOCTU BO3MOXKHOCTH «IOJMEHBI HOMEpPay,
KaK CJEICTBUE Yy TIOTEPIEBIIET0 Ha JKpaHe MOOUIBHOTO TejaedoHA MOKET
OTOOpa)KaThCsi COBEPIICHHO JIOO0NH aOOHEHTCKHl HOoMep TenedoHa, 3aTaHHBIN
3JI0YMBIIIEHHUKOM. DTO MOT'YT ObITh HOMEpa OAHKOBCKUX YUPEKICHUN MITH UHBIX
a0OHEHTOB, KOTOpPbIE Ha CaMOM J€J€ HUKOMY 3BOHKH HE OCYIIECTBISIOT, a caM
3BOHOK 110 CBOMM BHEITHUM MPHU3HAKAM HUYEM HE OYJIET MOI03PUTEIHHBIM.

Credyem obpawjamb BHUMAHUE HA MO, YMO COMPYOHUKU OAHKOBCKUX
yupecoeHuli 8 meae@doHHbIX pa32080paAX HUKO20Ad He YIMOYHAIOM Y CBOUX KIUCHIMO8
KOHGUOeHYUanouyo ungopmayuio, a Homep OAHKOBCKOU NAAMeHCHOU KApmbvl UM
6ce20a U3BecmeH.

Ecnmu Bam nmoctynun Tako 3BOHOK, TO:

- HM TPU Kakux OOCTOSTEIhCTBaX, HUKOMY W HHUKOTJa HE COOOIIaiTe
nHpopMaIro o cebe UiIu CBOoe OAaHKOBCKOM MIIATEKHOM KapTe.

Ecnu Bam Oynet 3BOHUTH HACTOSIIMNA COTPYIHUK OaHKa, TO OH TOYHO OyJeT
3HaTh, KAK MUHUMYM HOMep Bareli 06aHKOBCKOM TIaTEKHOW KapThl M HUKOTJA HE
CIIPOCUT KOH(PUICHITHATBbHYIO HHPOPMAIIHIO B TeJIEPOHHOM pPEKUME.

B cnydae ecnu ¢ ucnonb3oBaHueM Bamiero cyera u mpaBaa KTo-TO OyleT
MBITATHCSI COBEPIINTHL HECAHKIIMOHUPOBAHHBIE Omepalii U baHK 3TO 3aMeTUT, TO
€ro COTPYJIHHMKHA CII€pBAa HWHHUIIMATUBHO 3a0JIOKUpylOT Bamry OaHKOBCKYHO
IJIATEKHYIO KapTy, MOCJe 4Yero coodOmar Bam mpuyuHy HPUHATOTO PELICHHS
(HU4ero He YTOYHSS) U MPUTIIACIT B CBOE YUPESXKACHUS C TACIOPTOM JIJis
MOJTYYCHHS] HATMYHBIX JIEHEKHBIX CPEJICTB U HAIMTMCAHMS 3asBJICHUS Ha TIEPEBBITYCK
KapThl;

- YTOUYHHUTE C KeM MMEHHO BbI o011aeTech, mocjae 4ero MnojoxuTe TpyoKy u
Nepe3BOHUTE Ha HOMEp TeneoHa, KOTOPhIN oToOpakayics y Bac Ha skpaHe (B 3TOM
ciydyae Bbl CBsSDKUTECh MMEHHO C TeM A0OHEHTOM, KOTOPOMY MPUHAIJICKUT
yKa3aHHBIM HOMEpP, a HE CO 3JI0YMBIIIJICHHUKaMHU, KOTOPbIE €ro MCIIOJIb30Bad C
[EJIbI0 CKPBITh CBOM HACTOSIIIMN HOMEP) U YTOUYHUTE CYTh BOSHUKILIECH MPOOIIEMBI.

Ckopee Bcero coOecegHuk cooOmur, 4yro Bam BooOlle HE 3BOHMUIL
CoBpeMeHHBIC TEXHOJIOTHUU TI03BOJISIOT MOJMEHUTh HOMEp Ha dKpaHe Barero
TeneoHa HA COBEPUIEHHO JIOOOW, B TOM YHUCJIE 3aMEHUTh €ro sl mpumepa
Ha3BaHMEM YUpEXKJICHUs OaHKa; - €Clih ke Ha Bac oka3bpIBaeTCsl MCUXOJIOTUYECKOE
JABJICHUE yTpO3aMU, YTO 4Yepe3 HECKOJIbKO CeKyHa Bbl MmoHeceTe (pUHAHCOBBIC
norepu, Kro-to odopmur Ha Bac kpenut unu yto eciu Bl He cooOmmTe
TpedyeMyro UH(OpMAIUIO, TO KapTy BOOOIE 3a0JOKUPYIOT, HE BOJHYHUTECH, 3TO
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oObIYHAsl yJIOBKA MPECTYMHUKOB, IJ1aBHAs 11€JIb KOTOPhIX BBeCTU Bac B cocTosiHue
HEYBEPEHHOCTH M CTpaxa MOoTepATh cOepexkeHus. Jlaxke B 3TOM ciyyae He
cooO1anTe HUKakoi nHGopMaIu COOECETHUKY;

- CaMU TIEPE3BOHUTE B CBOM OaHK WM B KPYTIJIOCYTOUHYIO CITykOy CepBuCa,
HOMEp KOTOpOW HamucaH Ha OOOpOTHOM cTopoHe Barei miatexxHoW KapThl U
COOOIIUTE O CIYYUBIIIEMCHI.

Ckopee  Bcero  cmnemuamucT  coobmut  Bam,  4YTO  HHKaKux
HECaHKIMOHUPOBAHHBIX omeparuii 3apuKkcupoBaHo HE ObLIO, a COTPYIHHUK baHka
Bawm He 3BOHMUII.

Ecniu xe Bbl cooOmunu koMy-nub0 uHOpManuio O CBOeM OaHKOBCKOU
TUIATEXKHOM KapTe, IMMO3BOHUTE B CBOM baHK MM NPUMUTE UHBIE MEPBI K CKOpEUIIEH
ee OokupoBke. C 3a010KkMpoBaHHOIO cueta Bam 0e3 kakux-aubo 3aTpyJHEHUN U
KOMHCCHH BBIIAAYT BCE JEHEKHBIE CpPEACTBA MO TMPEIBSABICHHUIO TACIOpPTa.
[Tomuute, dYro ecim Bbl cOOOIMUTE 3JIOYMBIIUICHHUKY PEKBU3UTHI CBOCH
OAHKOBCKOM IJIATEKHON KapThI, TO OH CMOXKET PacIopsKaThCsSI BCEMHU CPEJICTBAMHU
Ha cyeTy, a Takke odopmMuTh Ha Baile uWMsS JOMOJHUTENIbHBIC KPEAUTHBIC
00s13aTeNIbCTBRA.

- 3BOHOK 110 OOBSIBIICHUIO C MPEIJIOKEHUEM MPUOOPECTH MpojaBacMbiii Bamu
TOBap.

[Ipu 3TOM HIpecTynmHUK IpeiaraeT MmepeBecTH MpeaoriaTy Ha Bamry kapry,
PEKBUBHTHI KOTOPOW TIPOCHT €My TMpeIOCTaBUTh. BaXKHO IOMHHUTH, YTO JUIS
COBEpIICHHUS TEpPEeBOJA HYKHBI JaHHbIE JIMIIb JIMIIEBOH CTOPOHBI, a €ClU
MOCTYNAlOT MPOCHOBI MPEIOCTaBUTh €€ M KOJI, HAaHECEHHBI ¢ O0O0OpOTHOM
CTOPOHBI WJIM COJIEp)KaHUE CMC-COOOIIEHUM, KOTOphble KakK pa3 HaYMHAIOT
MocTynaTh M3 OaHKa — TO OTO HaBEPHSIKA 3JIOYMBIIUICHHUK, THITAIOMANACS
NOXUTUTH JIeHbI'M. Hanbosiee onTuMaabHBIM CIIOCOOOM 00€30macuTh cebsi Oyner
OTKPBITHE JOTIOJHUTEIIbHOW OaHKOBCKOW KapThl, KOTOpas OyJeT IpeaHa3HaueHa
JIUIIB 171 COBEPIICHUS OIUIaT B ceTH MHTEepHET M Ha KOTOPOUl He OyAyT XpaHUTCS
JICHEXKHBIC CPEJICTBRA.

B Hacrosmiee BpemMs MHOTHE OaHKH TMPEIOCTABISIOT BO3MOXKHOCTH
odopMIIeHHs JakKe BUPTYAIbHBIX KapT COBEpIIEHHO OecriiaTHo. [Ipumep: B HOsIOpe
2019 roga BO30YyXXJA€HO YTrOJOBHOE Jei0 mo 3asBieHusM 4 >kuteneit [luHcka, o
TOM, 4TO Heu3BeCTHBIM ¢ 28 1o 30 okTsA0ps, B xoae TeiaedOHHOTO pPa3roBopa,
NPEJACTAaBUBIINCH PAOOTHUKOM  OAaHKOBCKOW  OpraHM3aliid, HaXoIsich B
HEYCTAHOBJICHHOM MeECTE, 3aBjaJell PEKBU3UTAMH OaHKOBCKUX KapTOUeK U
NOXUTHI ¢ KapT-cuetoB 225, 138, 1800 u 220 py0Oieit COOTBETCTBEHHO.

Umoowvl ne cmamb dcepmeoil OOOOHBIX NPeCMynaeHUIL:

1. O0s13aTenbHO MOANUIINTE KapTOuKy W xpaHute B TaiiHe [IMH-kon k Hel.
s obecnieuenuss Oe3zomacHoctu [IMH-kona 3amoMHUTE €ro WM  XpaHUTE
OTJICTTLHO OT KapTOYKH B HESIBHOM BHUJIE, HO HM B KOEM CJIydae HE 3alMChIBaliTe Ha
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camoil kaptouke. [lomMmHUTE, YTO HE3aBUCHMO OT OOCTOSITEILCTB HUKTO HE BIIPaBe
TpeboBath OT Bac 3nHauenue [IMH-kona: Hu mpeacTaBuTEIN IPaBOOXPAHUTEIBLHBIX
OpraHoOB, HU KaCCUPBI TOPrOBBIX TOUEK, HU MPEJICTABUTEIIN OaHKA.

2. XpaHHTE KapTOUKy B 0€30IIaCHOM MECTE, UCKJII0Uasi JOCTYI K HEW TPEThUX
mui. He  ocraBnsiiTe  KapTouky Ha  BHUIY, 4TOOBI  MPEIOTBPATUTH
HECAHKIIMOHUPOBAHHOE KOIMHWPOBAHUE PEKBU3UTOB KapTOUKW (HOMEp KapTOUKH,
CpOK e¢ aeicTBus, npoBepounbiii kog CVV2/CVC2).

3. Ilomuure, 4to ©OaHKH HE pacchUIalOT IHceM, SMS-cooOIIeHHUI,
AJIEKTPOHHBIX COOOIIEHUN C TPOCKLOON MOATBEPAUTH PEKBU3UTHI KapTouku, [TMH-
KO/l WM UHYIO JU4YHYI0 uHpopmaluto. Eciu Bel monyunnu no tenedony aubdo e-
mail cooOiieHne 0 He0OXOIUMOCTH MPEIOCTABICHUS PEKBU3UTOB KapTOUKH, BBOJIA
MX Ha KaKoM-JIMOO caiTe Ju00 COBEpIICHUs KaKOW-THOO0 oneparuu B 0aHKOMaTe —
HA B KOEM cllydae He JoBepsiTe Takod wuHbopmainuu. Eciu B cooOuieHun
coaepxutcs uHdbopMmanusi o TOM, 4yTo Bamra kaprouka ObUla 3a0J0KHpOBaHa,
yTOUHUTE (PakT OJOKUPOBKM KapTOUKHW B KpyriocytouHoi Ciyxbe cepBuca
KJIMEHTOB.

4. YCTaHOBUTE JMUMHTHI PACXOJOBAHUS CPEACTB M NOAKIIOYUTE YCIYTH
OTNOBEIICHUS O TPAH3AKIUSIX.

5. Ilpu cHATUM JEHEKHBIX CPEICTB B OaHKOMAare oOpalaiiTe BHUMaHHE Ha
JIOJIEH, CTOSIMX 3a BaMU B odepeau. B ciiyyae HEOOXOIUMOCTH MOIMPOCUTE HX
OTOMTH HA PACCTOSHUE, ITPU KOTOPOM OHM HE MOTYT YBUAETHh BBOAUMBbIN [TMH-ko7.
HaoOupaiite IIMH-kom ObICTpO, 3aydy€HHBIMU JIBUKEHUSIMA M KEIATEIbHO
HeckonbkuMu nanelamMu. [Ipu BBome IIMH-koma Ha xiaBHaType NpPUKpPBIBAWTE
KJIABUATYPY PYKOH, KOLIEIbKOM U CYMOYKOM.

6. IIpu mpoBeneHUM omnepaunu B OpPraHU3alUsIX TOPrOBIM W CEpPBUCA HE
BBIMTyCKalTe KapTOuKy U3 Buaa. IIpu HE0OXOAUMOCTH MPOCHEAYHTE K MECTy
YCTaHOBKHM T€pMHUHAJIA JJ1sl IPOBEJACHUS OIJIATHI.

7. OOpamaiite 0ocoboe BHUMaHUE Ha JIEUCTBUS Kaccupa. Eciau oH mblTaeTcs
MPOBECTH KApPTOUYKY dYepe3 TepMHUHAI 0oJiee OJHOr0 pas3a, YTOUHUTE NPUUUHY
MOBTOPHOT'O HCIOJIb30BaHUSI KAPTOUKU (TaKOW NPUYMHOM MOXKET OBITh, Kak
TEXHUYECKUN COOM, TaK W MOMNBITKA HECAHKIMOHWPOBAHHOTO JOCTyna K Bamum
TTAHHBIM ).

Jlna coeepuwenua onepayuit 3a npedenamu Pecnyonuxku benapyce, n1uoo c
ucnoavszoeanuem cemu Unmepnuem pexkomenoyemcs:

1. OTKpBITH OTACIBHBIA CUET MU TOMOJHITH €ro Mo Mepe HEeOOXOIUMOCTH
(HampuMep, C MOMOIIBIO YCIYTH MEPEeBOIa CPEJICTB MEXKIY KapTOUKAMH B CUCTEME
«HTEepHET-0aHKUHTY ).

2. ITo BO3BpaleHUN U3 TOE3AKH KEJIATEILHO MEPEBECTU JICHEKHBIE CPEICTBA
Ha IPYTrOu CYeT.

3. Ilpu BeIOOpE KApPTOUKU MPEANOUYTCHUE CIEAYET OT/AaTh KAPTOUYKE C YUIIOM
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(ctangapt EMV), T.k. oHa uMeeT 0oJiee BRICOKHI YPOBEHb 0€30MTaCHOCTH M JTy4IIIe
3alUIIEHA OT MOAACIKH.

4. He pekoMeHAYy€ETCsl UCMOJIb30BATh 3a TPaHUIIEH cOeperaTesibHbIe KapTOYKH.

5. YCTaHOBUTE JIMMUTBI PACXOJOBAHUS CPEIACTB W MOJAKIIOYUTE YCIYTH
ONIOBEIIECHUS O TPAH3AKIUSX.

6. Ilpu oOHapyXeHUM MPONAXKHU KAPTOUKH, MOJO3PEHUM HA COBEPIICHUE
MOIIICHHUYECKUX Omepaiuil 0o, B cliydae U3bATUS KapTOUYKUM OAaHKOMATOM WJIU
KaCCHPOM B TOPrOBOW TOYKE WJIM MYyHKTE BbIJIAYM HAMYHBIX, CICAYET KAK MOXKHO
ObICTpee 3a0JI0KMPOBATh KAPTOUKY.

7. Ilpu BbIOOpE TEepMuUHAlIa OTIaBalTE MNPEANOYTEHHE TOMY YCTPOMCTRBY,
KOTOPOE PACHOJIOKEHO B XOPOILIO OCBEIICHHOM JIIOJHOM MecTe. COOMI0/IeHnEe 3TUX
HECJIOKHBIX MEp MPEIOCTOPOKHOCTH MO3BOJIUT yOepeUh Balllk ACHEKHbBIC CPE/ICTBA
OT IIPECTYIMHBIX NOCATATENBCTB.
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